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On7/10/19, DetectivePhillips #340, requestedReportingDetectiveCarter #332, forensically
imageaportableharddriveforachildpornographyinvestigationshewasconducting. Det.  
CarteristheDigitalForensicsExaminerfortheElginPoliceDepartment (EPD). 

On7/10/19at1548hoursintheMajorInvestigationsDivision (MID) atEPD, Det. Phillips
turnedoverthefollowingdescribed2.5 " portableharddrive, andasignedEPDConsentto
Searchform: 

Manufacturer: Imation
Model: Apollo25PHDD - 500GB
DriveSerialNumber: 0100226000D5
Capacity: 500GB

Det. CarterdigitallyphotographedthedriveanduploadedthoseimagestotheEPDDigital
Evidencestorage. 

On7/10/19atapproximately1616hours, Det. Cartercreatedaforensicimageofthedriveby
connectingittoaTableauUltraBay3writeblocker,  andusingAccessDataFTKImager
version4.1.1.1software, licensedtoEPD. 

Theimagingprocesscompletedon7/10/19at2201hoursatwhichtimetheverification
processbeganandsuccessfullycompletedat2245hours, providinganMD5checksumof,  
b7bc8f792b43ab1821d5a67521e936d. 

Det. Cartersubmittedacopyoftheimaginglogasanattachmenttothisreport. 

Det. CarteropenedtheresultingimageusingOpenTextEncaseForensicsoftwareversion
8.08.00.140, licensedtoEPD. 

Det. CarterobservedoneNTFSpartitiononthedrive. 

Det. Phillipsreviewedthefiles, andmarkedimagesandvideosofinterest. 

AllfilesmarkedbyDet. PhillipsweresavedtoBookmarkstitled, NotableImages, andNotable
Videos. 

Det. Cartersortedthenotedimagesandvideosbydate, andcreatednineBookmarkswhich
includedallfilesicreatedonthespecificdatesthattheimagesandvideosofinterestwere
created. 

Det. CartersubmittedthehashvaluesoftheimagesandvideosmarkedbyDet. Phillips, tothe
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NCMECLawEnforcementServicesPortal, todetermineifanywereknownfileswithidentified
childvictims. 

Followingisandescriptionoftheportalfromtheagency: NCMECisanonprofitorganization
thatprovidesservicesnationwideforprofessionalsinthepreventionofabducted,  
endangered, andsexuallyexploitedchildren. Pursuanttoitsmissionanditscongressional
authorization, NCMECoperatestheCyberTiplineandtheChildVictimIdentificationProgram
CVIP) toassistlawenforcementinidentifyingvictimsofchildpornography.  

NCMECcategorizesfilesintothefollowingthreecategories:  

1>IdentifiedChild:  
Theseexacthashvaluesareassociatedwithanimage/videowhichappearstodepictatleast
one (1) childpreviouslyidentifiedbylawenforcement. Pleasebeadvisedthatthesehash
valuesmaybeassociatedwithapparentchildpornographyimages/videosaswellasfilesthat
donotcontainapparentchildpornography.  

2>RecognizedHashValues:  
TheseexacthashvaluesareassociatedwithfilespreviouslysubmittedtotheNationalCenter
forMissing & ExploitedChildren (NCMEC's) ChildRecognitionandIdentificationSystem.  
However, NCMEChasnoadditionalinformationregardingthesefiles, whichmayormaynot
containapparentchildpornographyordepictidentifiedchildren. Asaresult, thesehash
valueswillnotbelistedinthepdfversionoftheNCMECInitialHashValueComparison
Report. 

3>UnrecognizedHashValues:  
Theseexacthashvaluesareassociatedwithimages/videosthathavenotyetbeensubmitted
toNCMEC'sChildRecognitionandIdentificationSystem. 

Det. Carterreceivedresultsindicatingthefollowing:  

47IdentifiedChild
422Recognized
280Unrecognized

Det. CarteruploadedtheNCMECreportasanattachmenttothisreport.  

Det. Cartercreatedadigitalreportcontainingtheimagesandvideosofinterestasmarkedby
Det. Phillips, andasectionidentifyingtheimagesdeterminedbytheNCMEChashsubmission
asIdentifiedChild. 
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On7/25/19atapproximately0920hoursintheMajorInvestigationsDivisionatEPD, Det.  
CarterprovidedDet. Phillipswithacopyoftheabovedescribeddigitalreport. 

Det. CartersubmittedthefollowingitemstoEPDEvidence: 

Item #1 - ImationApollo500GBExternalDrive
Item #2 - EPDConsenttoSearchformsignedbyTomBiel. 
Item #3 - DigitalReportcontainingNotableImages, IdentifiedChildImages, NotableVideos.  
StoredonTIUForensicsStorageDrive) 

Item #4 - AllfilesgeneratedbyexaminationofItem #1. (StoredonTIUForensicsStorage
Drive) 

Thisreportisacompletesynopsisoftheforensicfindingstodate, conductedonthedigital
mediareferencedinthisreport, solelyuponthesearchesidentified. Thisreportmaynotbe
inclusiveofallpotentialevidencecontainedonthemediareferencedinthisreport. Any
additionalforensicanalysisconductedonthereferencedmediawillbedocumentedinfuture
reports. NOFURTHERINFORMATION. 
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SuspectOffenderSuspect

AdultBiel, Thomas, J

18491353EEVERGREENDRAve02/27/198831MMWW5' 10177

Palatine, IL60064BlueBrown

224)283-2053Cellular Mobile

B40083088058 / IL

English

Witness

AdultWITKOWSKI, KARA, E

1849LARKINAve09/08/199523FFWW5' 9170

ELGIN, IL60123BlueBrown

206)319-8680Cellular Mobile

W32250595856 / IL

English
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On03/28/19atapproximately1500hrsR/DmetwithKaraWitkowskiinaninterviewroomlocatedinthelobby
oftheElginPoliceDepartment. WitkowskinotifiedR/Dthatshehadlocatedanexternalharddriveinthetrunk
ofhervehicle, a2018KiaNiroILplate5517EL. Witkowskiadvisedthattheexternalharddrivebelongedtoher
ex-boyfriend, ThomasBiel. WitkowskiandBielhadpreviouslyresidedtogetherat1849Larkin, andhadshared
accesstoWitkowski'svehicle.  On03/28/19Witkowskiandherfriendspluggedtheexternalharddriveintoa
laptopandobservedthatitcontainednumerousanimeimagesdepictingpornographicactsbetweenadultsand
children. Witkowskifoundtheimagestobedisturbingandbelievedthattheywouldbeconsideredaschild
pornography.  

Witkowskithenturnedtheexternalharddrive, whichR/DobservedtobeanImation, Apollo, 500GB, 2.5inch
portableharddrive, overtoR/D. R/DadvisedWitkowskithatthecontentsoftheharddrivewouldbeexamined
forthepresenceofanythingthatcouldbeconsideredchildpornographyundertheapplicableIllinoislaws. 

R/DspentnumeroushoursinvestigatingthecontentsoftheImation, Apollo500GBportableharddriveforthe
presenceofanythingthatcouldbeconsideredchildpornographyundertheapplicableIllinoislaws. R/D
observedthattheharddrivecontained145GBofmaterialstoredonit, composedofapproximately44,000+  
files, approximately40,000ofwhichwereimage/video/multimediadownloads. R/Dobservedthatthefilesthat
werenotmultimediadownloadsappearedtobedocumentswrittenbyBiel. R/Dsearchedthroughtheimage
filesandlocatednumerousimagesofanimedrawingsdepictingsubjectsengaginginvarioussexualacts. Some
oftheseanimeimagesdepictedwhatappearedtobeunderagechildrenengaginginsexualactswithadults.  
AdditionallyR/Dlocatedimagesofapparentpre-pubescentgirlsposinginphotographswearingonlytheir
underwear.  Thegenitalareasofthegirlswascoveredandthereforedidnotmeetthestandardstobe
consideredchildpornographyundertheapplicableIllinoislaws. Outoftheapproximately40,000imagesR/D
onlylocatedthreeimageswhichdepictednudityingirlsthatwereunabletobelabeledasclearlypre-pubescent
butcouldnotbeeliminatedasclearlyovertheageof18. Oneoftheimagesshowedtheexposedbreastareaof

addedtotheharddriveon March 01,  2011), andoneimageshowedtheexposedgenitalsofthesubject

databaseandoneoftheimageswererecognizedasapreviouslyidentifiedimage.  

On07/09/19at1735hrsR/DcontactedThomasBielviatelephone. R/DaskedtospeakwithBielregarding
allegationsthathadbeenmaderegardingthepossessionofchildpornography. Bieladvisedthathewasaware
oftheallegationsthatwerebeingmadeasWitkowskihadbeenpubliclymakingclaimsthatshehadlocated
childpornographyonadevicethatbelongedtoBiel. BieladvisedR/Dofthefollowinginformationinsummary:  

Approximately10yearspriorBielresidedintheCityofChicagoandattendedschoolingatthetime. Duringthat
timeBielpurchasedanexternalharddrivewhichwasusedprimarilyforschoolwork. AtsomepointBielgave
theharddrivetohisfriendBrandonThies, whohadtheharddriveforapproximatelytwoyearsbeforereturning
ittoBiel. WhenThiesreturnedtheharddrivetoBiel, Bieldidnottakethetimetogothroughthecontentsofthe
harddrive. BielwasunawarethattheharddrivewasstillintheirpossessionasheandWitkowskihadmoved

Phillips #34003/28/2019Lullo, JamesM07/11/2019Lullo, JamesM07/11/2019

CaseSupplementReport2019-00025513Page2OF3



2019-00025513

severaltimessinceandBielhadnotaccessedtheharddriveformanyyears. Bielwasunawareofwhereithad
beenlocated, howeverhehadbeenadvisedbyafriendthatWitkowskihadlocateditinthetrunkoftheirshared
vehicle. Bieladvisedthathehadnowayofknowingwhohadaccesstotheharddriveduringthattimeperiodor
duringthetimethatitwasinThies’spossession. BieldidnothavecontactinformationforThiesastheywereno
longerfriends.  

R/DdirectlyaskedBielifhewassexuallystimulatedbyimagesofyounggirlsintheirunderwear, animeimages
ofadultsengagedinsexualactswithchildren, oranythingthatcouldbeconsideredchildpornographyunderthe
applicableIllinoislaws. Bieladvisedthatheconsideredthosetypesofimagestobeobsceneandwouldreceive
absolutelynosexualgratificationfromviewingthem. Bieladvisedthatifnecessaryhewouldbewillingtoturn
overhisownpersonallaptopcomputeraswellasanyotherelectronicdevicesthathecurrentlyhadinhis
possessioninordertoprovidefurtherevidencethathedidnothaveanyofthosetypesofmaterialsinhis
possession.  

Bieladvisedthatalthoughtheharddrivehadbeenlocatedinthetrunkofavehiclewhichhesharedwith
Witkowskithattheharddrivewassolelyhisproperty. BieladvisedthatWitkowskicouldhaveaccessedthehard
driveatanytimeandfounditsuspiciousthatWitkowskilocatedobsceneimagesdaysaftermakingsexual
assaultallegationsagainsthim. CrossreferenceElgincasereport #19-17618. Bielrequestedthatiftherewas
anythingobsceneinnaturestoredontheharddrivethattheharddrivebedestroyed.  

On07/10/19R/DmetwithBielandrequestedthatBielauthorizeaconsentsearchoftheharddrivesothatthe
contentsoftheharddrivecouldbedownloadedandpreservedforevidence. Bielauthorizedtheconsentsearch
andsignedtheconsenttosearchformfortheharddrive.  

On07/10/19R/DrequestedDet. Carterperformafullforensicdownloadoftheharddrive. SeeDet. Carter’s
supplementforfurther.   

On07/10/19R/DcontactedKaneCountyASAMichelsandadvisedheroftheincidentandthesubsequent
investigation.  ASAMichelsrequestedthatthefullforensicdownloadoftheharddrivebeforwardedtotheKane
CountyState’sAttorney’sOfficeinorderfortheState'sAttorney'sOfficetoperformacomprehensivereviewof
thematerialsthatwerelocatedontheharddrivebutthatnochargeswouldbeauthorizedatthistime. R/D
advisedASAMichelsthatR/Dwouldprovidetheforensicdownloadresultswhentheybecameavailable. 

Nothingfurther.  
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